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August 5, 2008                        
 
 
TO:     Phillip L. Nelson, City Manager 
 
FROM:   Susan A. Leirstein, Purchasing Director 

Charles T. Craft, Chief of Police 
 
SUBJECT:   Sole Known Supplier – Cell Phone Forensics Purchase 
 
 

Background 
 
 Cell phone forensics is a growing field within law enforcement.  Most if not all criminals have and 

use cell phones before, during, and after whatever criminal activity they are involved in.  The 
evidence retrieved from these phones includes contact lists, call logs, text messages, emails, 
documents, and images that can be used to substantiate a claim of criminal activity. 
 

 The recovery of evidence from cell phones is a very complicated activity that requires specialized 
training, and specific hardware and software used to retrieve the evidence.   

 
 The department has a certified computer forensic examiner who has taken several classes 

dealing specifically with cell phone forensics and has tested all ten products requested for 
purchase through his involvement with the Michigan State Police Computer Forensics Lab.   
 

 The Police department has conducted over a hundred cell phone forensic examinations with the 
use of the software and hardware provided at the Michigan State Police Computer Forensic Lab 
located in Livonia, Michigan.  

 
 Through training and experience, it has been determined there is not a single tool (software and 

hardware) available with the ability to recover data from all the different types of cell phones on 
the market.  Therefore, in order to build a lab capable of handling the majority of cell phones on 
the market at this time, several software and hardware applications are needed. 

 
 The ten applications (software and hardware) requested will provide coverage for approximately 

90 to 95 percent of the cell phones on the market now, including smart phones, PDA’s, GPS 
navigation units, and older cell phones. 
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August 5, 2008 
 
To:  Phillip L. Nelson, City Manager 
Re:  Sole Known Supplier – Cell Phone Forensics 
 

Background – continued  
 TEEL Technologies is a company that tests cell phone software and hardware applications, 

maintains a data base of their findings and the findings of other technicians testing and supporting 
these applications. 
 

 TEEL Technologies is the only company that sells all the software and hardware applications the 
Troy Police Department has determined necessary to build a cell phone forensics lab in one 
package. 

 
 TEEL Technologies also provides several items with the package purchase, including;  

o five faraday bags (used to block signals to a cell phone) 
o TeelTech iGo50 Tip Kit (used to charge cell phones)  
o TEEL Technologies’ Mobile Forensics Central Search Tool – offline version (provides 

an offline database detailing the capabilities of each application and which applications 
are most effective with which phones) 

o 3% discount on the entire purchase 
 

 The software and hardware purchased will be used exclusively within the Troy Computer 
Forensics Lab, which is a standalone forensic lab.  This means that the forensic lab is not on 
and/or associated with the City of Troy IT network because of the sensitive nature of the evidence 
examined within the lab, including child pornography and ongoing narcotic investigations. 

 

Financial Considerations 
 The State Forfeiture fund will be used to make this purchase based on the fact that a majority of 

the cell phone forensics this year was conducted for direct narcotic’s investigations. Capital Fund, 
A/C #401.301.10.305.7978.065. 

 

Legal Considerations 
 None 
 

Policy Considerations 
 Troy continues to enhance the health and safety of the community. (Outcome Statement I) 
 

Options 
 City management recommends Troy City Council authorize the purchase of hardware, software, 

and services from TEEL Technologies at an estimated total cost of $36,050.23, plus ongoing 
license renewals, updates, and technical support as needed. 

 
 
Prepared by:  James Mork, Investigations/Officer 
 
JM97/Cell Phone Forensics Purchase 










